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[MpennoxeH MeTON aBTOMATUYECKOW BepU(HUKAIMKM alrOPUTMOB YIIPABICHUS B KuOep-
(GU3NYECKUX CHCTEMaX, CO3JaHHBIX CPEICTBAMHU IPOIECC-OPUESHTUPOBAHHOTO MPOrPAMMHPOBAHUS,
Ha OCHOBE MPOrPaMMHBIX UMUTATOPOB OOBEKTA yIpaBiieHHus. MeTOI peain3yercsi B BUAE CXEMbI JTU-
HAMUYECKOW Bepu(HUKAIMU YIPABIISIONIMX AITOPUTMOB, KOTOPAst BKIIOYACT BEpUDUIIUPYEMbBIH anro-
putMm (Controller), cumynsitop oobekra ynpasienus (Plant), moayne ynpasnenus cienapusimu (Dis-
patcher) u mMoxyns KoHTpoONs moBeacHus yrpasistomiei nporpammbl (Verifier). Dispatcher 3amaer
aITOPUTM PabOTHI BXOAIINX B CHCTEMY MOJYJICH, CHHXPOHH3UPYET UX 3aIyCK U OMPEACISACT HOpsi-
1ok Bepudukanuu. Plant cumyaupyeT moBezeHne 00bEKTa yIpPaBICHHUs, B TOM YKCIe, U PU COOIX
obopynoBanus. Verifier KOHTpoIMPYeT pe3yiabTaThl BepUPHUKAIIMK U (PHUKCHPYET MX B IPOTOKOJIE.
MeTo1 OpHEHTHPOBAH HAa MTEPAI[MOHHYIO pa3paboTKy KHOep-(U3UUECKHX CHUCTEM U 00eCIlieunBacT
OECIIOBHYIO TeHEepaIMI0 UCIIOJIHAEMOr0 Koaa. MeTo1 MporpaMMHO Peain30BaH B BUJC MPOTrPaMMHO-
ro KOMIUIEKCa aBTOMaTHYECKO# Bepudukauu. Bxoasiime B CHCTEMY MOIYJIH CHEHUPUIIUPYIOTCS Ha
nporiecc-oprueHTupoBaHHOM si3bike Reflex. Tloaxom mpoimen ycnemHyo npakTHYECKy0 anpo0aIiuio
Ha TECTOBBIX 3aj[a4ax, UCIOJb3YIOIUXCS s 00y4ueHus cTyneHToB PakyabreTa HHPOPMAITHOHHBIX
texnosoruit HI'Y.
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CxeMa aBTOMaTH4ECKOH Bepu(UKALMK alTOPUTMOB YIpaBIeHUs: 1 — ouepeab BEIXOIHBIX COOOLICHNH
ot anroputMa yrpasinenus (AY) k 6noky Bepudukarnmu (bB), 2 — BB, 3 — ouepens coobenwmii ot 610ka
ynpasnenus cuenapusamu (bYC) k BB, 4 — AY, 5 — MmaccuB BXOAHBIX CUTHAJIOB AY, 6 — MacCUB BBIXOJHBIX
curHaioB AY, 7 — BupTyansHbId 006eKT ynpasieHus (BOY), 8 — ouepens coodmennii or BYC k AY,

9 -BVYC, 10 — ouepenp coodmenuii ot BYC x BOY, 11 — ouepens coobmenuii ot 6B k BYC

Diagram of automatic verification of cyber-physical systems: 1 — Controller output messages queue,
2 — verification module (Verifier), 3 — Verifier input messages queue, 4 — control algorithm (Controller),
5 — Controller input buffer, 6 — Controller output buffer, 7 — software simulator of a plant (Plant),
8 — message queue from Dispatcher to Controller, 9 — script control module (Dispatcher), 10 — message
gueue from Dispatcher to Plant, 11 — message queue from Verifier to Dispatcher

The work deals with automatic verification of process-oriented control algorithms in cyber-
physical systems. A dynamic verification approach based on plant simulators is introduced. The
method implementation is illustrated in Fig. The diagram includes the algorithm to be verified
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(Controller), the script control module (Dispatcher), the software simulator of control plant (Plant),
and the verification module (Verifier). The Dispatcher manages test cases, imitates operator actions,
and sets simulator operation modes. The Plant imitates normal operation of the control plant and
simulates failures. The Verifier checks that the behavior of the algorithm satisfies the requirements
and generates a verification report. The proposed dynamic verification approach enables the use of
iterative methods in the development of cyber-physical systems. The approach has been implemented
in a software toolset with system components specified in the Reflex process-oriented language and
LabVIEW package used for the graphical interface. The approach and the toolset have been
successfully used for training IT students specializing in industrial automation at the Novosibirsk
State University.
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